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Disclaimer

This document and the associated software are supplied subject to our standard license agreement. A
non-binding summary is as follows:

“You may use the software in your own code at your own risk.”
“Analog Devices Inc. disclaims any warranty or liability of its use.”

The full standard software license agreement is available on request and remains the binding
agreement.

Purpose

The purpose of this document is to describe an application which demonstrates programming the
ADuC703X device’'s integrated Flash/EE using CANoe.LIN (v6.1 (SP2)) from Vector
(http://www.vector-informatik.de).

This is a draft document and is subject to change.

It is assumed that the user is familiar with CANoe.LIN and with the LIN 2.0 specification.

Overview

The ADuC703X device from Analog Devices Inc. supports the programming of the device’s integrated
Flash/EE via LIN. This feature is targeted towards automotive applications where the ADuC703X can
be integrated into a LIN network cluster as a LIN slave node, thereby enabling the device to be
programmed as required without the need to physically dismount the electronic control unit (ECU)
that houses the ADuC703X device.

This document describes a demonstration LIN programmer that enables the programming of an
ADuC703X device via LIN. The application uses Vector's CANoe [2] with the LIN bus option (referred
to as CANoe.LIN) and the CANcaseXL hardware with a single LIN channel.

The LIN programmer application adheres to the LIN download protocol specified in [1].
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Introduction

This document provides the user with a simple step-by-step procedure on how to program the
ADuC703X using the CANoe.LIN-based LIN downloader application.

Setup

The first step is the connection and configuration of the physical hardware involved. This section
describes the setup of the hardware components used in the application. The ADuC703X device,
acting as a LIN slave, should be connected via the LIN bus to the LIN Master, which in this case is
emulated by the Vector CANcaseXL hardware. As LIN messages are transmitted on the bus by the LIN
Master according to a predefined schedule, all LIN traffic will be traced and can be observed on the
PC using CANoe.LIN (version 5.1). The hardware interconnection is illustrated in figure 1.

Vector

CANcaseXL
Rx & ADuC7033
Tx & e

o |]|]
asn
Channel 2

Figure 1. Hardware setup for CANoe.LIN LIN downloader application

Err@

Vector CANcaseXL

The Vector CANcaseXL hardware with LIN channel is connected to the host PC via USB. The

CANcaseXL, or equivalent Vector hardware, is configured via the ‘Vector Hardware Configuratior’
window, which is accessed by going to:

e  Start > Control Panel > Vector Hardware
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= Vector Hardware Config
File Edit Tools Window Help

=% Hardware Details
i Vitual CAN Bus 1 B Cen CANcaseL 1 (D05737) Charnel 1
=63 CAMcaserl 1 (@t BN 1 CaNzaseL 1 (005737) Channel 2

48 CaMpiggy 1054 [Lowspeed)
=48 LINpiggy 52590pta
B8 CaMos LIN 1
= E_‘, Application
ill CAMalyzer
S CANape

e Spplication CAN channels 1
e Application LIN channels 1

Diefalt
General information
License

Figure 2. Vector CANcaseXL hardware configuration

Figure 2 shows the CANcaseXL configuration for the CANoe application. The LIN bus, named LIN 1, is
active on Channel 2 (via the LINpiggy 62590pto).

Note: Interconnecting Pin3 and Pin4 of the D-Sub connector on the XL Interface causes the internal
voltage supply of the LINpiggy to be disconnected. Since the recessive level on the bus depends on
the supply voltage of the Master it is advisable to operate the LINpiggy with an external supply
voltage that is also used by the other bus nodes, i.e. the ADuC703X. Only then can cross currents be
prevented between the individual nodes on the LIN bus.

ADuC703X Microcontroller

The ADuC703X device contains serial downloader firmware which implements the LIN download
protocol as described in [1].
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Procedure

The step-by-step procedure of programming the flash on the ADuC703X device via LIN using
CANoe.LIN is described in this section.

How To...

1. Open the CANoe configuration file: “Protocol4FlashEEProgramming.cfg”

2 Vector CANoe.LIN
= File View Start Mode Configuration Window Help
IDcHE|B | Yo JH| Fe ! an| e [Realbus
0 =] 5| L=
Hilw [msgjs] | | [msafs) [
e 20,0 20,0 Busloat
| MName | Yalue ‘ Unit |Raw Va\;'\; 18.0: 18.0 Peaklog
[5] g2 | 3Il] 5.0 16.0- Data [fr,
e 188 1| 14.0 14.0 Data [ic|
Q- g5 12.0 12.0 Iransml‘
@ A { 10,0 0.0 transmi
S - 2 CSErr [e1]
n | 8.0 8.0 CSErr [tc|
- | 6.0 6.0 RevEr [¢
- | 4.0 4.0 RovEr (1]
- | 2.0 2.0 Ssynckrr | =
"," ' e o 0. = 0.0 =2 || syncErr ||
\'-‘ = ‘”_ J\:_- 10 20 ID|™) Checksum Error IE SMC Baudrate event SE Wakeup event [M) | wakeur
= 4R ‘ 1 i &l |
[ 67 | |
L3 2 o | [ write |
:\ D ._ﬁ ‘ Source Message :
[ _ 160 1| ® Flash/EE Prog.. Programmed & Verified Flash/EE page 0- OK
@ DatWritezDat 227 2| (&) Flash/EE Prog.
& StatusRead:lastCommandExecute 26 { = Flash/EE Prog Successfully Erased, Programmed & Verified part.
@ StatusRead:ADBVDevicelDString I (i) Flash/EE Prog. 'LIN Reset Frame' requested
@ StatusRead:lastCommandStatus 0 ® System End of measurement 11:23:50 am
@ StatusRead:ChksumBytelSB 86 . .
@ StatusRead:ChksumByte? 7 e e — e —— | [v]
3 J [2]
=t Time Evert Type Frame Mame Length | Dir | Id Data |
(=] eEvent (silent go-to-sleep) starting up in sleep mode i
=] eEvent (wake-up reguest} waking up due to internal wakeup frame
= Wakeup st T 993 us
= SchedChangeEvent starting with schedule tabl @ (SecurityAccessTable)
Ed SchedChangeEvent starting with schedule table Id=@ (SecurityAccessTable)
[+ M Frame (Diagnostic Request) MasterRegq ("single frame") 8 s 3C 47 @2 1@ @2 FF FF FF FF
B e.3032 5 Changeevent table Id=e (SecurityaccessTable} --> table Id=1 (Initiali
+- E 2.3122 L nfiguration Reguest) Masterreq ("AssignFrameId") 8 ™ 3C 47 @6 B1 3A @@ @2 22 Fe
#-E 2.3200 L unconditienal) securewrite 8 ™ 3@ 4C FF 42 FF FF FF FF FF
+-E] @.3301 L Frame (Unconditional) statusread 8 RX 33  4C 3@ @@ FF FF FF FF FF
= 8.3432 schedChangeEvent table 1d=1 (InitialisationTable) --> table Td=2 (FlashPrc
w |#-E] @.3508 L Unconditional) Addresshrite 8 TX 31 45 @@ 2 @8 22 e 82 FF
E % B e.3800 conditicnal) Addressurite 8 T 31 57 @@ 62 @8 82 60 82 FF &
L] 2l
[+ i setup  Analyse A16 /
Ready Protocol4FlashEEProgramming  [Protocol4FlashEEProgramming.cfg] REAL NUM HEX

Figure 3. CANoe.LIN configuration for LIN Programmer application

This application is configured for two nodes: ‘FlashEEProgrammer’(LIN Master) and ‘ADuC703X” (LIN
Slave).

The CANcaseXL is setup to simulate the LIN Master. The ADuC703X’is implemented by a real
ADuC703X device (i.e. node).

Note: the state of the node is indicated by the color of the bus line to which the node is connected:

Simulated

Real
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2. Specify the file to be programmed to Flash/EE via LIN

Firstly the user should generate the required binary file using the separately supplied ‘Binary LIN Data
Generator (BLDGenee)’ program. The generated “.blf’ file is a binary formatted file which contains the
data that is to be programmed to the ADuC703X’s integrated Flash/EE via LIN. For instructions on
how to use the BLDGenee’program, the user should refer to [3, 4].

Note: The generated “.blf" file should be saved to the same directory as that of the CANoe
application’s configuration (.cfg) file, in this case ‘Protocol4FlashEEProgramming.cfg’.

The user must then manually code the filename of this *.blf" file into the CAPL program block that
represents the LIN Master. The file that implements the LIN Master CAPL program block is
Protocol4FlashEEr.can’ In order to open 'Protocol4FlashEEr.can’do the following:

e Left-click the pencil icon on the ADuC703X” node in the ‘Simulation Setup’ window of
CANoe.LIN as shown in figure 4.

3% Vector CAMoe.LIN

;Eile View Start Mode Configuration Window Help

DEEHE B & WEE T LE F

5% Simulation Setup

ECU
FlashEEProgra

Master

7 g &

Figure 4 - Opening the LIN Master CAPL program block

The location where the *.blf" filename is to be coded into 'Protoco/4FlashEEr.can’is shown in figure 5.
This depicts the 'Variables’window pane. Scroll down this pane, the 'char caAppCode[32]’variable
is located beneath the commented out header section. The user must equate this variable to the
name of the ".blf’ file created using BLDGenee program.
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[7 CAPL Browser - [Protocol4FlashEEr.can]

SE=%

[E File Edit Compiler Options Window Help

DEEd@

)| P & Mo | BB

]

=4 Include Files
% Nariabies
=B System
B Prestart
B start
T stopteasurement

AN Controller
ot IN Controller
#-E LIN Error

= CA
2B LI

~v Signal Change
A Signal Update
& 11

f« Callback function
=-f« Function
f& GetLINDownloadData()
fx InitAddririteECmd()
f& InitsecureaccessReq()
fx InitSecurewritelCmd()
f& TxLINResetReq()

B LIN1.Protocol4FlashEEProgramming: :4
& LIN1.Protocol4FlashEEProgramming: :
B LIN1.Protocol4FlashEEProgramming: ik
& LIN1.Protocol4FlashEEProgramming: :
B LIN1.Protocol4FlashEEProgramming: :S

// Author:
Date:
Version:

ADI
25.04.2

2.3.@

&

lvariables

Binary
/ 'Flash/EE

LIN File
Programming’ out

(.blf)

findow

duord hBiraryLINFile
duord mProskind
5

caAppCode[32]

ffcify the application code £
2] "ibsd.blf

J/ Sink Identifier

¥ File Handle

g to be programmed to Flash/EE

// msg containing

L & R commands
/ msg contain v

V commands

Ready

Protocol4FlashEEProgramming

Figure 5 - LIN Master CAPL program block (Protocol4FlashEEr.can)

3. Enter download mode of the ADuC703X device

After Reset the kernel checks the n7RST pin of the ADuC703X device to see which state it is in.

If

nTRSTis held LOW (*0") the kernel monitors location 0x00080014 in Flash/EE memory. LIN Download
mode is entered if the 32 bit content at location 0x00080014 is not either:

or

Entering LIN Download mode is described in more detail in [1].

the correct Page 0 Checksum

the Code Development value (i.e. 0x27011970)

For convenience, a typical entry

procedure, which could be implemented in user code, is briefly described here:

i. Corrupt the value at location 0x00080014 in Flash/EE memory by writing (without erasing) to
address 0x00080014.

Perform a Reset (ensuring pin n7RST is held low).

Note: By default, the n7RST pin (Pin 11) on ADuC703X device has an internal pull-down
resistor. The user must ensure that 77RST is not being pulled HIGH (*1"), for example by the
presence of external pull-up resistor circuitry.
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4. Start the simulation

To start the LIN downloader application, on the CANoe.LIN window click the ‘Start’ icon or press the
F9 key.

_
% Vector CANoe.LIN

File View Start Mode Configuration Window Help
DEEHE B E vOE ML E §
mk

The simulation starts the LIN hardware in sleep mode. Subsequently the LIN hardware (which should
be in master mode) sends a LIN wake up frame enabling the LIN slave to wake up correctly.

5. Transmit ‘CorruptRoutine’ message

This element of the LIN downloader supports the implementation of some user-specific software
routine (residing in the device Flash/EE memory), the purpose of which is to corrupt location
0x00080014 of Flash/EE memory in order to enable reprogramming of a previously programmed part.

The absence of such a routine will not affect the LIN downloader, as the corresponding PID will simply
not be recognised by the Slave node (i.e. ADuC703X).

Upon starting the simulation a specific LIN message is transmitted to the ADuC703X device (LIN
Slave). The byte values of this LIN message can be modified in the 7nitCorruptRoutineReg()’function
of file 'Protocol/4FlashEEr.can; via the CAPL Browser. Upon recognising this message the application
software, embedded on the device itself, will corrupt location 0x00080014 and reset the part, thereby
entering LIN Download Mode in the Kernel.

Subsequently, Flash programming via LIN commences.

6. Enter LIN Download Mode

When the CANoe simulation has been started the AssignFrameld’ request, corresponding to the
required SecureWrite’PID, is automatically transmitted. Subsequently, the enter LIN Download Mode
L” command is sent automatically. The combination of the aforementioned ‘AssignFrameld’ request
and the 'L’command enables the user to access LIN Download mode on the ADuC703X device.

The ADuC703X Flash/EE Programming via LIN download sequence is automatically started, and the
specified “.blf’ file is programmed to flash.
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7. Observe the Flash/EE Programming via LIN download sequence

Two useful methods of observing the progress of the ADuC703X Flash Programming via LIN are
described in this section.

i. When the CANoe application is started a tab called 'Flash/EE Programming’is added to the
write window. Information about the progress of the flash programming is output here,
including:

» The current flash page being programmed
» Whether it was verified as having been programmed ok

» Various other notification messages, e.g. LIN download completion, LIN data transfer
interruption, reset requested, etc.

The following figure illustrates these points.

Write

Message
= Programmed & Verified Flash/EE page 56 - OK

@

» Programmed & Verified Flash/EE page 57 - OK

@

» Programmed & Verified Flash/EE page 58 - OK

@

® Programmed & Verified Flash/EE page 0- 0K

@

= Sugcessfully Erased, Programmed & Verified part.
(i) 'LIN Reset Frame' requested

% Al J, system ) CAPL Ji Inspect )i Callstack }, Test j Flash/EE Programming |/

i. By selecting the CANoe. LIN '7race’window, the user can observe LIN messages transmitted
and received during the flash programming sequence.

2 Time Event Type Frame Name Length | Dr | Id | Data ~
w6 2 LIN Frame (unconditional) Dataurite E Tx 32 @8 €0 @8 @9 89 28 89 BY
w-E 2 LIN Frame (Unconditional) Datadrite H Tk 32 @ @0 o2 @0 00 00 2 o0
=] edC table Id=3 (DataTxTable) --> table Id=2 (FlashProgrammingTable)
- sddressrite H Tk 31 56 @0 96 @5 92 20 22 FF
- statusRead H Rx 33 56 30 99 FF 89 20 89 89
= starting with schedule table Id=2 (FlashProgrammingTable)
- H Tx 31 45 @0 @3 3 89 28 B2 FF
w-E 2 s Tx 31 57 @0 03 8 02 20 82 FF
Ed 2 table 1d=2 (FlashProgrammingTable) --> table Id-3 (DataTxTable)
w-E 2 s Tx 32 o0 G0 02 69 02 90 B2 00
w2 H Tk 32 ee ee 0@ @@ oo ¢o oo oo
g |m-E 2 E Tk 32 @8 60 B9 @9 6 60 B 6O
Z | % 2.55e@ 8 ™= 3 ee e o2 ee o¢ o ee ee =
CLl< >
"\ Setup A Analyse A1
Ready Protocol4FlashEEProgramming [Protocal4FiashEEProgramming.cfg] REAL NUM HEX
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8. Send adhoc LIN commands

All LIN commands specified in [1] may be transmitted manually by the user.

This functionality is provided via the Interactive Generator’feature of CANoe, which enables the user
to specify the values of a particular LIN command prior to transmitting it.

With the CANoe application running and flash programming of the specified file completed (and prior
to a 'LIN Reset Frame’ command), the user may transmit LIN commands by pressing keys as shown in
table 1. The values that are transmitted are specified in the ‘Data Field” as illustrated down the right
hand side of figure 6.

S Vector CANoe.LIN - [IG] |[==]
ifEle Vew Start Mode Configuration Window Help -8 x
DB B YRR L § anter| [Reaibs v SRS £
Messags Parsmsters Triggsing Dats Field
Vissags Nams .
Identifer | Channel Fame | DLC |Adive| Send Key Cycle Time ms] o[i]2]3]als]s]7
MasierReq | .| 3 LN1 - | Fesporse -2 +|(@ | update |[]Test|®| = |[]|10 |—f———47 (6 |BI 3 0 |0 |0 |F0 |
MasterReq | .| % LNT - | Hesder - now Xl = |0 |—F—
5 | Secursvits | .| 30 UN1 - | Resporss -8 - |58 | update X | |[|10 —J———<C FF |42 [FF FF | FF FF |FF
SecureWirte | .. | 30 LNT +| Header - now ® |0 |——
StetusRead || 23 UN1 - | Header - e = On —g—
Addressitits| | 31 UN1 - | Resporss -8 - |pg | update X |00 |—F——5 2 |8 2 |®
Addressitie| | 31 UN1 ~| Header - now | e |0/ |—F——
Addressivite| | 21 LNT - | Resporse -8 - |pd] | update X v 0O —— 2 |8 2 |®
Addressitits| | 31 UNT - | Hesder - | now X« |00 | —F—
DataViie | .| 32 LN1 ~| Respons= =2 « |38  update M d |00 |—f——1 |23 |45 |&7 & |AB |CD |EF
DataWiee | .| 32 UN1 - | Header - e < On —3— i =i
Addressitits| | 31 UN1 - | Resporss -8 - |pg | update X v O/ | ———%6 2 |8 2 |®
Addressitie| | 31 UN1 ~| Header - now x| v O | — F——
Secureirte || %0 LNT - | Resporse -8 - |pd] | update | r|O|10 |—J———52 |FF |BD |FF |FF |FF |FF |FF
Securstits | .| 30 UNT - | Hesder - | now M r |00 | ——
MasterRea | .| 2 UNT - | Response -3 - |5 | update X x |[0]10 |—J———47 |2 |10 [2 |FF |FF |FF |FF
MasterReq | .| % LNT +| Header - row = =< On —g—
[ ] > ]\ Sandard} CANY LIN J< B
Hew [~][  Cone ][ SpecilFiame v] [ Deete | | Cut Il Coow  J[ Pate ] [ Laow
5B Signsl Hame: Rsws Valus | Phys Valus | Uit | Des | Phys Step| Ins Wawe form ganeration
0 SecursVinteCommend  4C =175 i ol e Define...
8 Resenedforfurelse  FF + {265 B + | Nere Define...
16 | Commandkey 2 - 13 + | Hons Define.
24 RessvsdForfutursUss  FF ] s Nre Define...
32 | ReservedForfuturellse  |FF -3 - None Define...
140 | ResenvedForfuiurelse | FF - B * Nore Define.
43 RessusdForfutursUss  FF NiE + | Mone Define...
56 | ResevedForfuturelse  |FF B3 - None Define...
Diefault input mode: LIN
Setup }Analyse A 16
Opens a saved configuration Protocol4FlashEEProgramming [Protocol4FlashEEProgramming.cfg]| REAL) NUM| HEX

Figure 6 — CANoe Interactive Generator for Protocol 4 for Programming Flash/EE via LIN
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LIN Diagnostic Key | Description Returns
Command
AssignFrameld a | Assigns the specified id to the No response

mandatory SecureWrite PID

SecureWrite: Enter I | Enters LIN download mode; enables all Previous command

LIN Download Mode subsequent commands sent and status of

Frame 'L’ command

AddressWrite: LIN e | Erases the specified nhumber of flash Previous command

Erase Flash Frame 'E’ pages (in bytes) starting at the specified | sent and status of
location command

AddressWrite:LIN w | Specifies the start address in flash to Previous command

Write Flash Frame ‘W’ which the specified amount (in bytes) of | sent and status of
data is to be transferred to flash command

DataWrite: LIN Flash d | Transmits the specified 8 bytes of data No response

Data Frame

AddressWrite: LIN v | Calculates the checksum of the specified | Previous command

Verify Flash Frame 'V’ programmed flash page sent, status of

command and
checksum of page
flashed

SecureWrite: LIN r | Resets the ADuC703X No response

Reset Frame 'R’

StatusRead s | Requests a response from the Depends on the
ADuC703X. A StatusRead may only be previous LIN
transmitted after the following command frame
commands: L, E, W, orV

Table 1 — Interactive Generator LIN command keys

9. Reset the ADuC703X node

The ADuC703X is reset via transmitting a LIN Reset Frame; as described in Table 1. Following a
reset no further LIN commands can be sent until the next Flash/EE Programming via LIN sequence is
started.

In this implementation, a LIN Reset Frame is automatically transmitted upon completion of Flash
programming via LIN.
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10. Stop the simulation

To stop the LIN flash programming application; on the CANoe.LIN window click the 'Stop”icon or
press the 'Esc’key.

¥ Vector CANoe.LIN

File Wiew 5Start Mode Configuration Window Help

W BB T @

N mnnm

The CANoe.LIN measurement is stopped and no further “Protocol 4 Flash/EE Programming via LIN”
commands may be transmitted.
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